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Appendix 1 to Annex V 

TERRORIST INCIDENT RESPONSE CHECKLIST
 

The response actions below are most appropriate for an incident involving conventional 
weapons, nuclear devices, or chemical agents where there is a specific incident location. 

-/ Action Item Assigned 
INITIAL RESPONSE: 
1.	 Deploy response forces 
2.	 Activate incident command post at the incident site to direct emergency
 

operations.
 
3.	 If incident appears to be terrorism-related, ensure law enforcement
 

personnel are advised and respond to the incident site.
 
4.	 Isolate the area and deny entry. Reroute traffic as needed. 
5.	 Determine and report: 
•	 Observed indicators of use of chemical/biological weapons 
•	 Wind direction and weather conditions at scene 
•	 Plume direction, if any 
•	 Approximate number of apparent victims 
•	 Orientation of victims 
•	 Types of victim injuries and symptoms observed 
•	 Observations or statements of witnesses 
6.	 If possible, determine type of weapon used using appropriate detection
 

equipment, response guides, damage characteristics, and casualty
 
symptoms
 

7.	 Establish scene control zones (hot, warm, and cold) and determine safe
 
access routes & location of staging area. Establish initial operating
 
boundaries for crime scene and incident area.
 

8.	 Implement crowd control measures, if necessary 
9.	 Determine & implement requirements for protective clothing and
 

equipment for emergency responders.
 
10. Establish communications amonQ all response Qroups. 
11. Protect aQainst secondary attack. 
12. Activate the EOC to site support emergency operations. 
13. Determine requirements for specialized response support. 
14. Make notification to state and federal law enforcement and emergency
 

manaQement agencies.
 
15. Obtain	 external technical assistance to determine potential follow-on
 

effects.
 
16. Request/deploy hazardous materials response team, if appropriate. 
17. Request/deploy bomb squad or ATF support, if appropriate. 
18. Identify areas that may be at risk from delayed weapon effects. 
•	 Determine & implement protective measures for public in those areas. 
•	 Determine & implement protective measures for special facilities at risk. 
19. Extinguish fires and identify potential hazards such as ruptured g~s lines,
 

downed power lines and residual hazardous materials.
 
20. Make notifications to adjacent jurisdictions that may be affected. 
21. If the effects	 of the incident could adversely affect water or wastewater
 

systems, advise system operators to implement protective measures.
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-/ Action Item Assigned 
MEDICAL I\/IAI\JAGEMENT: 
22. Advise EMS and hospitals of possibility of mass casualties/contaminated
 

victims.
 
23. Establish site for patient triage. 
24. Establish site for gross decontamination (if appropriate) and a casualty
 

collection area for decontaminated victims located away from the site of
 
primary emergency operation, but accessible by transport vehicles.
 

25. Conduct initial triage and provide basic medical aid to victims in warm
 
zone if protective equipment is not required.
 
Conduct gross decontamination of victims showing signs of
 
contamination. Separate victims that show no signs of contamination for
 
evaluation.
 

26. Conduct follow-on triage & treatment of victims in cold zone. 
27. Transport victims to medical facilities for further treatment. 
28. Request state and/or federal medical assistance, if needed.
 
FATALITY MANAGEMENT:
 
30. Alert Justices of the Peace and funeral directors of any potential mass
 

fatality situation and arrange for temporary holding facilities for bodies, if
 
necessary. Highlight need to preserve evidence.
 

31. Coordinate with [Justices of Peace/Medical Examiner] to determine
 
autopsy requirements for victims.
 

32. Transport deceased to morQue, mortuary, or temporary holdinQ facilities.
 
OTHER RESPONSE ACTIONS:
 
33. Request additional response resources, if needed. 

•	 Activate mutual aid agreements 
•	 Request state or federal assistance, as needed 

34. Designate staging areas for incoming resources from other jurisdictions,
 
state and federal agencies, and volunteer groups separate from
 
operational staQing area.
 

35. If evacuation has been recommended: 
•	 Activate shelter/mass care facilities to house evacuees. 
•	 Provide transportation for evacuees without vehicles. 
•	 Provide security for shelters. 

36. If evacuation of special facilities (schools, nursing homes, hospitals,
 
correctional facilities) has been recommended:
 
•	 Assist facilities in arranging suitable transportation and carrying out 

evacuation. 
•	 Assist facilities in arranging suitable temporary reception facilities. 

37. Provide information and instructions to the public. 
•	 Activate emergency public information operation. 
•	 Identify facilities for use by media. 

38. Identify, collect, and control evidence and conduct investiQations. 
39. Pursue and arrest suspects. 
40. Provide security in evacuated areas, if feasible. 
41. Establish and operate access control points for contaminated areas 
42. For incidents involving biological agents, consider measures to restrict
 

person-to-person transmission of disease such as quarantine, closure of
 
schools and/or businesses, and restrictions on mass QatherinQs.
 

Ver 1.1	 V-1-2 

I 

07/04 



Appendix 1 to Annex V 

./ Action Item Assigned 
43. Alert human resources agencies to provide disaster mental health 

services and human services support to victims. 
44. Determine how pets, livestock, and other animals left in evacuated or 

contaminated areas will be handled. 
45. Decontaminate essential facilities and equipment, if feasible. 
46. Request technical assistance in assessing environmental effects. 

USEFUL POINTS OF CONTACT
 

Organization Provides Contact No. 

CHEMTREC Technical assistance for hazardous materials 800-424-9300 
incidents. (24 hours) 

CHEM-TEL Technical assistance for hazardous materials 800-255-3924 
incidents. (24 hours) 

National Response Center Reporting center for suspected terrorist activity 800-424-8802 
Chem-Bio Hotline as well as technical assistance regarding (24 hours) 

chemical & biological agents for state and 
local emergency responders. 

Department of State Health Technical assistance for emergency 512-458-7460 
Services, Radiation responders for incidents involving radiological (24 hours) 
Program materials. 
Texas Fusion Center The central facility for collecting, analyzing, 512-424-7981 

and disseminating intelligence information 866-786-5972 
related to terrorist activities for the state. 512-424-7418 fax 

Bryan DPS Office State law enforcement assistance. 979-776-3103 
Bryan FBI Office Federal law enforcement assistance. 979-776-8894 
Houston FBI Office Federal law enforcement assistance. 713-693-5000 
Houston ATF Office Federal expertise in explosive devices. 281-372-2900 
City of College Station Explosive ordnance disposal assistance. 979-764-3600 
Bomb Squad 
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TERRORIST WEAPONS, EFFECTS, & EMERGENCY RESPONSE NEEDS 

1.	 Conventional Weapons, Explosives & Incendiary Devices 

A.	 Weapon Types 

1)	 Conventional Weapons & Explosives. Conventional weapons include guns, rocket­
propelled grenades, and similar weapons. Explosives include military and 
commercial explosives, such as RDX, Tritonol, dynamite, and ammonium nitrate ­
fuel oil (ANFO). The casualty potential of conventional explosive devices may be 
increased by packing metallic materials such as bolts or nails around the explosive to 
generate lethal fragments that can inflict casualties at considerable distances. 

2)	 Incendiary Devices. Incendiary devices are designed to ignite fires. They may use 
liquids, such as gasoline or kerosene, or gases, such as propane, as their fuel. 
Incendiary devices have been a favorite weapon of terrorists due to the ready 
availability of materials needed to build such devices. 

3)	 Combination Device. Conventional explosive and incendiary materials may be used 
in combination to produce blast damage and fires. 

4)	 Secondary Device. Secondary devices may consist of explosive and/or incendiary 
materials that are timed to detonate after responders have arrived following the 
detonation of an initial device. Secondary devices should always be considered 
when responding to the scene of a terrorist bombing. 

B.	 Weapons Effects 

1)	 Conventional Explosives 

a)	 Significant blast damage to structures, including building and wall collapse, and 
blast casualties. 

b) Fragmentation casualties from bomb fragments, debris, and broken glass. 
c) Fires are possible. 

2)	 Incendiary Devices 

a) Fires.
 
b) Secondary explosions are possible.
 
c) Burn casualties.
 

3)	 Combination Devices 

a)	 Significant blast damage to structures, including building and wall collapse, and 
blast casualties. 

b) Fires. 
c) Fragmentation casualties from bomb fragments, debris, and broken glass. 

C.	 Indications of Use
 

1) Conventional Explosives
 

Ver 1.1	 V-2-1 
07/04 



Appendix 2 to Annex V 

a) Prior warning or threat.
 
b) Presence of triggering devices, such as blasting caps or timers.
 
c) Explosive residue at scene or results from detection instruments.
 
d) Indications of deliberately introduced fragmentation materials.
 

2)	 Incendiary Devices 

a) Prior warning or threat.
 
b) Multiple fire locations.
 
c) Signs of accelerants or results from detection instruments.
 
d) Presence of propane/butane cylinders in other than typical locations
 
e) Presence of containers for flammable liquids.
 

D.	 Emergency Response Guidance 

If hazardous materials are encountered in the response to an attack with conventional 
explosives or incendiary devices, consult the US Department of Transportation 
Emergency Response Guidebook (ERG). 

E.	 Response Needs 

1) Personal protective equipment for emergency responders.
 
2) Medical evacuation and treatment for mass casualties.
 
3) Activation of Strategic National Stockpile (SNS) resources
 
4) Search and rescue teams for collapsed structures.
 
5) Firefighting.
 
6) Hazmat response team.
 
7) Mortuary support for mass fatalities.
 
8) Evacuation assistance.
 
9) Access control for incident site.
 
10) Shelter and mass care for evacuees.
 

11) Investigative resources 

2.	 Nuclear Devices & Materials 

A.	 Weapons Types 

1)	 Radiation Dispersal Device. Radioactive materials in powder form are packed 
around conventional explosives. When the explosive device detonates, it disperses 
the radioactive material over a wide area. Such devices do not require weapons 
grade radioactive materials; they may be constructed from materials obtained from 
medical or industrial equipment in common use. 

2)	 Improvised Nuclear Device (nuclear bomb). Use of this type of device is considered 
unlikely. It would be extremely difficult for terrorists to build or acquire such a device 
because a substantial quantity of weapons-grade fissionable materials, extensive 
equipment, and technical expertise would be needed. It would be extremely difficult 
to obtain the weapons grade fissionable material required to construct such a device. 
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3)	 Nuclear Weapon. It is considered very unlikely that terrorists would use military 
nuclear weapons because such weapons are normally secured, strictly controlled, 
and frequently incorporate safety features to prohibit unauthorized use. 

B.	 Weapons Effects 

All of the weapons listed could spread radioactive materials if detonated, which could 
pose immediate danger to life at high levels and long-term adverse health effects at 
lower levels. In addition, each of these weapons can produce both immediate 
radiological effects and residual radioactive contamination. 

1)	 Radiological Dispersal Device 

a) Some blast damage to structures.
 
b) Some blast casualties.
 
c) Some fragmentation damage to structures and casualties among people.
 
d) Localized radiological contamination
 
e) Fires are possible.
 

2)	 Improvised Nuclear Device or Nuclear Weapon 

a) Extensive blast damage to structures, including building and wall collapse 
b) Significant blast casualties. 
c) Significant fragmentation casualties from debris, broken glass, and other 

materials.
 
d) Extensive radiological contamination.
 
e) Extensive fire effects.
 
f) Damage/casualty radius may extend several miles.
 

C.	 Indications of Use 

1) Prior warning or threat.
 
2) Reports of stolen radiological sources or nuclear materials.
 
3) Use of these weapons may produce damage and casualties similar to that produced
 

by a conventional high explosive bomb. Radiological detection equipment will be 
needed to confirm the presence of radioactive materials. 

D.	 Emergency Response Guidance 

1) Radiation Dispersal Device - ERG Guide 163
 
2) Improvised Nuclear Device or Nuclear Weapon - ERG Guide 165
 

E.	 Response Needs 

1) Personal protective equipment for emergency responders.
 
2) Mass personnel decontamination.
 
3) Medical evacuation and treatment for mass casualties.
 
4) Activation of SNS resources
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5) Urban search and rescue teams for collapsed structures.
 
6) Firefighting.
 
7) Radiological monitoring and assessment teams.
 
8) Mortuary support for mass fatalities.
 
9) Evacuation assistance.
 
10)Access control for incident site and contaminated areas.
 

11) Shelter and mass care for evacuees. 

3.	 Chemical Weapons 

A.	 Weapon Types. letters in parenthesis are military designators for these agents. 

1)	 Nerve Agents. Nerve agents are some of the most toxic chemicals in the world; they 
are designed to cause death within minutes of exposure. lethal doses may be 
obtained by inhaling the agent in aerosol or vapor form or having the agent 
deposited on the skin in liquid form. Examples include Sarin (GB), Soman (GO), and 
V agent (VX), 

2)	 Blister agents. Blister agents cause blisters, skin irritation, damage to the eyes, 
respiratory damage, and gastrointestinal effects. Their effect on exposed tissue is 
somewhat similar to that of a corrosive chemical like lye or a strong acid. Examples 
include Mustard (H) and lewisite (l). 

3)	 Blood Agents. Blood agents disrupt the blood's ability to carry oxygen and cause 
rapid respiratory arrest and death. Examples include potassium cyanide and 
hydrogen cyanide (AC). 

4)	 Choking Agents. Choking agents cause eye and airway irritation, chest tightness, 
and damage to the lungs. These agents include industrial chemicals such as 
chlorine (Cl) and phosgene (CG). 

5)	 Hallucinogens, Vomiting Agents, and Irritants. These materials cause temporary 
symptoms such as hallucinations, vomiting, and burning and pain on exposed 
mucous membranes and skin, eye pain and tearing, and respiratory discomfort. The 
effects of these agents are typically short lived; they are generally designed to 
incapacitate people and typically do not pose a threat to life. 

B.	 Other Emergency Response Considerations. 

1)	 Agent Form 

Some nerve and blister agents are normally in liquid form. When used as weapons, 
most chemical agents are delivered in aerosol form to maximize the area covered, 
although some may be delivered as a liquid. An aerosol is defined as a suspension 
or dispersion of small particles (solid or liquids) in a gaseous medium. Dissemination 
methods range from spray bottles and backpack pesticide sprayers to sophisticated 
large-scale aerosol generators or spray systems. 

2)	 Persistency 
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Chemical agents may be either persistent or non-persistent. Non-persistent agents 
evaporate relatively quickly. Persistent agents remain for longer periods of time. 
Hazards from both vapor and liquid may exist for hours, days, or in exceptional 
cases, weeks, or months after dissemination of the agent. 

C.	 Weapons Effects 

The primary effects of chemical agents are to incapacitate and kill people. 

1)	 Minute doses of nerve agents cause pinpointing of the pupils (miosis), runny nose, 
and mild difficulty breathing. Larger doses cause nausea, vomiting, uncontrolled 
movement, loss of consciousness, breathing stoppage, paralysis, and death in a 
matter of minutes. G-agents are non-persistent, while V agents are persistent. 

2)	 Blister agents cause eye irritation and reddening of the skin in low doses. Larger 
doses produce eye and skin blisters, airway damage, and lung damage, causing 
respiratory failure. Some blister agents, such as mustards, are persistent in soil, 
while other blister agents are considered non-persistent. 

3)	 Blood agents inhibit the transfer of oxygen in the body and produce intense irritation 
of the eyes, nose, and throat, breathing tightness, convulsions, and respiratory 
arrest, causing death. Blood agents are considered non-persistent. 

4)	 Choking agents produce eye and airway irritation and lung damage, which may lead 
to death. Choking agents are generally non-persistent. 

5)	 Vomiting agents and Irritants have relatively short-term incapacitating effects. These 
symptoms seldom persist more than a few minutes after exposure and the agents 
are considered non-persistent. 

D.	 Indications of Use 

1) Prior warning or threat.
 
2) Explosions that disperse mists, gases, or oily film.
 
3) Presence of spray devices or pesticide/chemical containers.
 
4) Unexplained mass casualties without obvious trauma.
 
5) Casualties exhibit nausea, breathing difficulty, and/or convulsions.
 
6) Odors of bleach, new mown grass, bitter almonds, or other unexplained odors.
 
7) Dead birds, fish, or other animals and lack of insects at the incident site and areas
 

downwind.
 
8) Alarms by chemical detection systems.
 

E.	 Emergency Response Guidance 

1)	 Nerve Agents. Use ERG Guide 153. Antidotes to nerve agents, including atropine 
and 2-PAM Chloride, must be given shortly after exposure to be effective.
 

2) Blister Agents. Use ERG Guide 153.
 
3) Blood Agents
 

a) If the agent is positively identified as Cyanogen chloride, use ERG Guide 125. 
b) If the agent is positively identified as Hydrogen cyanide, use ERG Guide 117. 
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c)	 If you suspect a blood agent has been used, but have not positively identified it, 
use ERG Guide 123. 

4)	 Choking Agents 
a) If the agent is positively identified as Chlorine, use ERG Guide 124. 
b) If the agent is positively identified as Phosgene, use ERG Guide 125. 
c) If you suspect a choking agent has been used, but have not positively identified 

it, use ERG Guide 123. 
5)	 Irritants
 

a) For tear gas or pepper spray, use ERG Guide 159.
 
b) For mace, use ERG Guide 153.
 

F.	 Response Needs 

1) Personal protective equipment for emergency responders.
 
2) Activation of CHEMPACK and SNS resources.
 
3) Mass decontamination capability.
 
4) Medical evacuation and treatment for mass casualties.
 
5) Hazmat response teams.
 
6) Mortuary support for mass fatalities.
 
7) Evacuation assistance.
 
8) Access control for incident site and contaminated areas.
 
9) Shelter and mass care for evacuees.
 

4.	 Biological Weapons 

A.	 Weapon Types. Biological agents are intended to disable or kill people by infecting 
them with diseases or introducing toxic substances into their bodies. Such agents are 
generally classified in three groups: 

1)	 Bacteria and Rickettsia. Bacteria and rickettsia are single celled organisms which 
cause a variety of diseases in animals, plants and humans. Bacteria are capable of 
reproducing outside of living cells, while rickettsia requires a living host. Both may 
produce extremely potent toxins inside the human body. Among the bacteria and 
rickettsia that have been or could be used as weapons are: 

a) Anthrax
 
b) Plague
 
c) Tularemia or Rabbit Fever
 
d) Q fever
 

2)	 Viruses. Viruses are much smaller than bacteria and can only reproduce inside 
living cells. Among the viruses that could be used as weapons are: 

a) Smallpox
 
b) Venezuelan Equine Encephalitis (VEE)
 
c) Viral Hemorrhagic Fever (VHF)
 

3)	 Toxins. Toxins are potent poisons produced by a variety of living organisms 
including bacteria, plants, and animals. Biolbgical toxins are some of the most toxic 
substances known. Among the toxins that have· been or could be used as weapons 
are: 
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SPECIALIZED RESPONSE RESOURCES 

During the response to a terrorist incident, the local resources used for most emergency 
situations will be used. Because of the potentially great damage, contamination, 
casualties, and fatalities that may be generated by large-scale terrorist incidents, 
specialized response resources may be needed from the state and federal government 
to supplement those available locally. Some of those resources are outlined below. 
Requests for state or federal resources should be channeled to the local DDC 
Chairperson. 

RESOURCE NEED 

Assessment & Technical 
Assistance 

Hazmat Response Support 

Medical Care & Public 
Health Support 

Radiological Monitoring & 
Assessment 

Urban Search & Rescue 

Security, Traffic Control, & 
Access Control 

Victim Identification & 
Mortuary Services 

SOURCE 

State: 
Other: 
Federal: 

State: 
Federal: 

Federal: 

State: 

Other: 

Federal: 

State: 
Federal: 

State: 

Federal: 

Federal: 

RESOURCES 

TXARNG/6th WMD/Civil Support Team 
CHEMTREC (800-424-9300) 
Chemical/Biological Hotline (800-424-8802) 
Other WMD/Civil Support Teams 
Military Resources 

Texas Commission on Environmental Quality 
National Response Center 
Regional Response Teams 

Disaster Medical Assistance Teams (DMATs) 
Military medical units 
Military hospital support 

Department of State Health Services, Radiation 
Program 

Assistance is available from other states pursuant to 
an interstate compact 
US Dept. of Energy Radiation Assistance Program 
US Dept. of Energy Federal Radiological Monitoring 

&Assessment Center 
US Environmental Protection Agency Radiological 

Emergency Response Teams 
Military resources 

Texas Search & Rescue Task Force 1 
Other National Urban Search & Rescue System 

Task Forces 

Dept. of Public Safety
 
Parks &Wildlife Dept.
 
Texas Forest Service
 
National Guard
 
Military resources
 

FBI
 
Disaster Mortuary Teams (DMORTs)
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