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ANNEXV

TERRORIST INCIDENT RESPONSE

B l.  AUTHORITY ]

>

Federal

Public Law 104-201, Defense Against Weapons of Mass Destruction Act.

Terrorism Annex to the Federal Response Plan.

National Response Plan - Nuclear/Radiological Incident Annex, NUC-3

Homeland Security Presidential Directive. HSPD-5, Management of Domestic Incidents
Homeland Security Presidential Directive. HSPD-7, Critical Infrastructure, Prioritization,
and Protection

Homeland Security Presidential Directive. HSPD-8, National Preparedness

gD~

o

B. State
C. Local

See Basic Plan, Section 1.

. PURPOSE

The purpose of this annex is to:

1. Outline operational concepts and tasks and to assign responsibilities for preparing for
and responding to terrorist incidents that may occur.

2. Describe state and federal assistance that may be available to assist in the response to
a terrorist incident.

ill. EXPLANATION OF TERMS J

A. Acronyms

CBRNE Chemical, Biological, Radiological, Nuclear, Explosives

DPS Department of Public Safety

EOC Emergency Operations or Operating Center

EMS Emergency Medical Service

FBI Federal Bureau of Investigation

FEMA Federal Emergency Management Agency

GDEM Governor’s Division of Emergency Management

ICP Incident Command Post

ICS Incident Command System

JIiC Joint Information Center
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JOoC Joint Operations Center

NIMS National Incident Management System
NRP National Response Plan
TFC Texas Fusion Center
uc Unified Command
WMD Weapons of Mass Destruction
B. Definitions
1. Anti-terrorism Activities. Use of defensive methods, including intelligence collection,
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investigation, passive protection of facilities, implementation of physical and personnel
security programs, and emergency planning, to combat terrorism.

Counter-terrorism Activities. Use of offensive measure to combat terrorism, such as use
of law enforcement and military resources to neutralize terrorist operations.

Conseguence Management. The requirements of crisis management and consequence
management have been combined. They combine the law enforcement function of
identification and prevention of terrorist activities with the emergency management
function of protection of public health and safety and emergency relief from the
consequences of acts of terrorism.

Hazmat. Hazardous materials.

National Incident Management System (NIMS). The NIMS provides a consistent
nationwide approach for Federal, State, territorial, tribal, and local governments to work
effectively and efficiently together to prepare for, prevent, respond to, and recover from
domestic incidents, regardless of cause, size, or complexity.

National Response Plan (NRP). An all-discipline, all-hazards plan that established a
single, comprehensive framework for the management of domestic incidents. It provides
the structure and mechanisms for the coordination of Federal support to State and local
and tribal incident managers and for exercising direct Federal authorities and
responsibilities.

Technical Operations.  Actions to identify, assess, dismantle, transfer, or dispose of
WMD or decontaminate persons and property exposed to the effects of WMD.

Terrorist Incident. A violent act, or an act dangerous to human life, in violation of the
criminal laws of the United States or of any state, to intimidate or coerce a government,
the civilian population, or any segment thereof, in furtherance of political and social
objectives.

Weapons of Mass Destruction. WMD include: (1) explosive, incendiary, or poison gas
bombs, grenades, rockets, or mines; (2) poison gas; (3) any weapon involving a disease
organism; or (4) any weapon that is designed to release radiation or radioactivity at a
level dangerous to human life.
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protection required varies depending on the hazard, there are three basic principles of
protection that apply to all hazards: time, distance, and shielding.

a.

Time. Emergency workers should spend the shortest time possible in the hazard
area or exposed to the hazard. Use techniques such as rapid entries to execute
reconnaissance or rescue and rotate personnel in the hazard area.

Distance. Maximize the distance between hazards and emergency responders and
the public. For chemical, radiological, and explosive hazards, recommended
isolation and protective action distances are included in the Emergency Response
Guidebook (ERG).

Shielding. Use appropriate shielding to address specific hazards. Shielding can
include vehicles, buildings, protective clothing, and personal protective equipment
(PPE).

The Public. Protective actions for the public must be selected and implemented based
on the hazards present and appropriate instructions and information provided to the
public through usual means of warning and public information. Protective actions for the
public may include:

a.

b.

C.

d.

Evacuation.
Shelter-in-place.
Access control to deny entry into contaminated areas.

Restrictions on the use of contaminated foodstuffs, normally imposed by the Texas
Department of State Health Services (DSHS).

Restrictions on the use of contaminated agricultural products before processing will
normally be imposed by the Texas Department of Agriculture. These are products
destined for food use after processing.

Restrictions on the use of contaminated public water supplies, normally imposed by
the Texas Commission on Environmental Quality (TCEQ).

For incidents involving biological agents, protective actions taken to prevent the
spread of disease may include:

1) Isolation of diseased victims within medical facilities.

2) Quarantines to restrict movement of people and livestock in specific geographic
areas.

3) Closure of schools and businesses.

4) Restrictions on mass gatherings, such as sporting events.

Such measures are normally recommended and imposed by public health
authorities.



F. Requesting External Assistance

1. Requests for state assistance will be made by the County Judge and/or Mayor to the
Disaster District Committee (DDC) Chairperson in Bryan, Texas. If a request for
assistance cannot be satisfied with resources available in the District, it will be forwarded
to the State Operations Center (SOC) for action. If state resources cannot satisfy the
request, the State will request assistance from the federal government or other states.

2. Depending on the severity of the incident, the County Judge and/or Mayor may issue a
local disaster declaration and request assistance from the Governor. The Governor may
declare a State of Disaster for the local area and request the President issue an
emergency or disaster declaration for the local area. The National Response Plan
(NRP) describes the functions of the responding federal agencies for various response
and recovery functions. The Nuclear/Radiological Incident Annex of the NRP addresses
the federal response for incidents involving radiological materials.

G. Coordination of Local Medical Response to Biological Weapons Incidents

As the medical response to an incident involving biological agents must include the local
medical community as a group, the local and state health departments and federal health
agencies directing the response should undertake to coordinate the efforts of local medical
providers to ensure that a consistent approach to health issues is taken. Hence, concise
information on the threat, recommendations on what should be done to combat it, and
instructions on handling victims must be provided to all hospitals, clinics, nursing homes,
home health care agencies, individual physicians, pharmacies, school nursing staffs, and
other medical providers. The local health department or state public health region field
office, that are normally most familiar with community health providers, will typically take the
lead in coordinating the local medical response. They may request assistance from local
professional organizations in providing information to all members of the local medical
community.

H. Activities by Phases of Emergency Management
1. Mitigation
Carry out anti-terrorist activities, including:

a. ldentify potential terrorist targets and determine their vulnerability. For targets which
may produce hazardous effects if attacked, determine the population and special
facilities at risk.

b. Conduct investigations and criminal intelligence operations to develop information on
the composition, capabilities, and intentions of potential terrorist groups.

c. Develop and implement security programs for public facilities that are potential
targets. Recommend such programs to private property owners.

d. Implement passive facility protection programs to reduce the vulnerability of new and
existing government-owned facilities believed to be potential targets. Recommend
such programs to private property owners.
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e. Encourage all local medical facilities to participate in mass casualty exercises and

stock specialized pharmaceuticals, such as chemical agent antidotes.

Encourage the reporting of suspicious activity to local law enforcement or the Texas
Fusion Center (TFC). The TFC is under the command of the Criminal Intelligence
Service (CIS), Criminal Law Enforcement Division of DPS. DPS is the primary State
agency responsible for collecting, analyzing, and disseminating criminal intelligence
information related to possible terrorist activity. The TFC operates 24-hours a day to
receive and respond to reports from the public, local, state, and federal law
enforcement agencies. The TFC is staffed by CIS commissioned officers and
analysts from the CIS and federal agencies. When warranted, the TFC disseminates
actionable intelligence and investigative leads to local law enforcement.

2. Preparedness

Ver 2.0
08/05

a. Conduct or arrange terrorism awareness training and periodic refresher training for
law enforcement, fire service, and EMS personnel and for emergency management
staff. Conduct training for other agencies such as public works, utilities, and
hospitals.

b. Develop emergency communications procedures that take into account the
communications monitoring capabilities of some terrorist groups.

¢. Maintain terrorist profile information on groups suspected of being active in the local
area.

d. Establish appropriate mutual aid agreements.

e. Conduct drills and exercise to test plans, procedures, and training.

f. Conduct awareness programs for businesses that handle inventories of potential
weapon making materials and chemicals and ask for their cooperation in reporting
suspicious activities.

g. If potential terrorist groups appear to be expanding their activities, consider
appropriate increased readiness actions.

Response

See the Terrorist Incident Response Checklist in Appendix 1.

Recovery

a.

Decontaminate incident sites and other affected areas. State and/or federal
agencies may oversee this effort, which may be conducted by contractors.

Identify and restrict access to all structurally unsafe buildings.

Remediate and clean up any hazardous materials that have or might enter local
water, sewer, or storm drainage systems.
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Provide traffic control for the return of evacuees.

Assist in arranging temporary housing for evacuees who cannot return to their
homes.

Develop and implement appropriate access controls for contaminated areas that
cannot be decontaminated and returned to normal use in the near term.

Investigate cause of incident and prosecute those believed to be responsible.
Maintain records of use of personnel, equipment, and supplies used in response and
recovery for possible recovery from the responsible party or reimbursement by the
state or federal government.

Conduct critical incident stress management activities.

Debrief response personnel, prepare incident report, and update plans and
procedures on the basis of lessons learned.

Restore normal services.

VI. ORGANIZATION & ASSIGNMENT OF RESPONSIBILITIES —‘

A. Organization

1. Our normal emergency organization, which is described in section VI.A of the basic plan,
will carry out the response to and recovery from terrorist incidents.

2. As terrorist acts often violate state and federal law and regulations, state and federal law
enforcement agencies and other agencies having regulatory responsibilities may
respond to such incidents. In order to effectively coordinate our efforts with state and
federal agencies, we may transition from our normal incident command operation to a
unified command organization when the situation warrants.

B. Assignment of Responsibilities

1. The County Judge and/or Mayor will:

a.

Provide policy guidance with response to anti-terrorism and counter-terrorism
programs.

Provide general direction for response and recovery operations in the aftermath of a
terrorism incident.

2. The Emergency Management Coordinator will:

a.
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Coordinate regularly with the Police Department and/or Sheriff's Office and other law
enforcement agencies with respect to the terrorist threat and determine appropriate
readiness actions during periods of increased threat.
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f.

g.

In conjunction with other local officials, make an assessment of the local terrorist
threat, identify high-risk targets, determine the vulnerabilities of such targets and the
potential impact upon the population, and recommend appropriate mitigation and
preparedness activities.

In coordination with other local officials, recommend appropriate training for
emergency responders, emergency management personnel, and other local officials.

Coordinate periodic drills and exercises to test plans, procedures, and training.
Develop and conduct terrorism awareness programs for the public and for
businesses dealing in weapons or materials that may be used by terrorists to
produce weapons.

Develop common communication procedures.

Promote a business inventory monitoring system.

The Incident Commander will:

a.

Establish an incident cormmand post (ICP) and control and direct emergency
response resources at the incident scene from that ICP to resolve the incident.

Determine and implement initial protective actions for emergency responders and the
public in the vicinity of the incident site.

Provide an initial incident assessment, request additional resource if needed, and
provide periodic updates to the EOC.

Request a liaison officer from each participating agency be present at the ICP.

Establish a specific division of responsibilities between the incident command
operation and the EOC.

Transition the incident command operation to a unified command operation when
significant external resources arrive.

4. Law Enforcement, Police Departments and/or Sheriff's Office will:
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a.

Conduct anti-terrorist operations and maintain terrorist profile information. Advise
the emergency management staff, DPS, and the FBI of significant terrorist threats.

Recommend passive protection and security programs for high-risk government
facilities and make recommendations for such programs to the owners/operators of
private facilities.

Conduct terrorism response training programs for the law enforcement personnel
and support public education and awareness activities.

Provide law enforcement representatives for the Incident Command Post and the
EOC.
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Secure the scene, re-route traffic, and implement crowd control measures if
necessary.

Make notifications of terrorist incidents to DPS, the FBI, and other law enforcement
agencies.

Brief emergency response personnel on crime scene protection.
Coordinate the deployment and operation of counter-terrorist response elements.

Conduct reconnaissance in vicinity of the incident site to identify threats from delayed
action and secondary weapons.

Organize and conduct evacuation of the public and of special facilities if required.

In coordination with state and federal authorities, investigate incident; identify and
apprehend suspects.

5. Fire & Rescue Service will:

J.

Coordinate all fire and rescue operations during terrorist incidents.

Dispatch and deploy fire personnel and equipment during an emergency.
Control fires if necessary.

Conduct search and rescue operations as needed

Provide support for evacuation operations if requested.

Set up decontamination area for emergency responders and victims, if needed.

Carry out initial decontamination of victims, if required. Procedures must be
available for emergency decontamination of large numbers of people.

Identify apparently unsafe structures; restrict access to such structure pending
further evaluation by the Public Works/Engineering/Code Enforcement staff.

Identify requirements for debris clearance to expedite fire response and search and
rescue.

Activate fire and rescue mutual aid as needed.

6. Health and Medical Service (EMS and/or Fire Department) will:

m.

n.
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Respond to medical emergency calls.
If mass casualties have occurred, establish triage.

Provide emergency medical care to the injured.
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0.

P.

qg.

Transport patients in a timely manner to appropriate medical facilities.
Request medical mutual aid if necessary.

Assign a liaison at the ICP and/or EOC, if needed.

Public Works / Road & Bridge Department will:

a.

b.

C.

i

Assign liaison personnel to the EOC and Incident Command Post.
Clear and/or remove debris as directed.

Support search and rescue operations.

Provide emergency power and lighting at the incident site upon request.
Provide emergency power supplies at other facilities upon request.
Provide barricades and temporary fencing as requested.

Carry out emergency repairs to streets and bridges as necessary to support
emergency operations and restore essential traffic.

Conduct preliminary assessment of damage to structures and streets, and utilities.

Provide other public works and engineering support for emergency operations as
necessary.

Request mutual aid assistance, if necessary.

8. Water & Wastewater Department will

a.

Carry out emergency repairs to water and wastewater systems as necessary to
support emergency operations and restore essential public services.

In coordination with local and state public heath agencies, ensure the safety of water
and wastewater systems. Initiate water conservation procedures, if required.

Conduct preliminary assessment of damage to water, wastewater and drainage
systems, and utilities

Identify to the EOC requirements for emergency drinking water supplies from outside
sources if needed.

9. All Other Departments and Agencies
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a.

Provide personnel, equipment, and supply support for emergency operations upon
request.

Provide trained personnel to staff the EOC.
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c. Provide technical assistance to the Incident Commander and the EOC upon request.

d. Participate in terrorism awareness training, drills, and exercises.

VIl. DIRECTION & CONTROL

A. The County Judge and/or Mayor shall, pursuant to NIMS, provide general guidance for
emergency operations, including the response to terrorist incidents. During periods of
heightened terrorist threat or after an incident has occurred, the local EOC will be activated.

B. The Mayor and/or County Judge and EMC’s will provide overall direction of the terrorist
incident response activities of our departments and agencies. During terrorist incidents,
he/she will normally carry out those responsibilities from the EOC.

C. The Incident Commander, assisted by a staff sufficient for the tasks to be performed, will
manage the emergency response at the incident site from an ICP. If terrorist attacks affect
multiple widely separated facilities, separate incident command operations may be set up.

D. If our own resources are insufficient or inappropriate to deal with an emergency situation, we
may request assistance from other jurisdictions pursuant to mutual aid agreements or from
organized volunteer groups. Mutual aid personnel and volunteers will normally work under
the immediate control of their own supervisors. All response agencies are expected to
conform to the general guidance provided by our senior decision-makers and carry out
mission assignments directed by the Incident Commander or the EOC.

E. In a large-scale terrorist incident, significant help will be needed from other local
governments, state agencies, and the federal government. As these external resources
arrive, it is anticipated that a transition will be made from the normal incident command
system to a unified command operation. In a unified command arrangement, leaders of all
participating response forces agree on general objectives, priorities, and strategies for
resolving the emergency situation.

B VIll.  READINESS LEVELS

A. Readiness Level IV — Normal Conditions

See the mitigation and preparedness activities in paragraphs V.H.1) and V.H.2) above.
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Appendix 3 to Annex V
SPECIALIZED RESPONSE RESOURCES

During the response to a terrorist incident, the local resources used for most emergency
situations will be used. Because of the potentially great damage, contamination, casualties, and
fatalities that may be generated by large-scale terrorist incidents, specialized response
resources may be needed from the state and federal government to supplement those available
locally. Some of those resources are outlined below. Requests for state or federal resources
should be channeled to the local DDC Chairperson.

RESOURCE NEED SOURCE RESOURCES
Assessment & Technical State: TXARNG/6"™ WMD/Civil Support Team
Assistance Other: CHEMTREC (1-800-262-8200)

Federal: Chemiical/Biological Hotline (1-800-424-8802)
Other WMD/Civil Support Teams
Military Resources

Hazmat Response Support State: Texas Commission on Environmental Quality
Federal: National Response Center
Regional Response Teams

Medical Care & Public Federal Disaster Medical Assistance Teams (DMATS)
Health Support Military medical units
Military hospital support
Radiological Monitoring & State: Department of State Health Services, Radiation
Assessment Program
Other: Assistance is available from other states pursuant to
an interstate compact
Federal: US Dept. of Energy Radiation Assistance Program

US Dept. of Energy Federal Radiological Monitoring
& Assessment Center

US Environmental Protection Agency Radiological
Emergency Response Teams

Military resources

Urban Search & Rescue State: Texas Search & Rescue Task Force 1
Federal: Other National Urban Search & Rescue System
Task Forces

Security, Traffic Control, & State: Dept. of Public Safety

Access Control Parks & Wildlife Dept.
Texas Forest Service
National Guard

Federal: Military resources
Victim  ldentification & Federal: FBI
Mortuary Services Disaster Mortuary Teams (DMORTS)
V-3-1
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